BUSINESS

BEAT

A Guide to Crime Prevention for Business.
This booklet contains safety information
designed to help you protect your business,
property, profits and staff.
In this pack you will find
• Safety and Security Audit Checklist
• Crime Prevention Through Environmental Design
• Locks, Lighting & Layout
• Security Alarms and CCTV
• Cash Handling
• Customer Management
• Your Rights As A Citizen
• Banning Notices
• Shoplifting – Reducing the Risk
• Fraudulent Transactions
• Hold-Ups – Precautions
• Cybercrime
• Reducing Graffiti and Vandalism
• Business Watch
• Incident Report Form
• Contact Numbers and Websites
This factsheet contains general guidelines for increasing security of your business and/or workplace.
No responsibility is accepted for any damage, injury or loss resulting from application of these guidelines.
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SAFETY AND

SECURITY AUDIT CHECKLIST

Use this checklist to see how well you are applying safety and
security precautions in your business.
Engineering Controls

Administrative Controls

Protecting Your Business

• Access to an outside phone line.

• Emergency procedures.

• Emergency numbers listed on the
phone.

• Open and close procedures.

• Customer entry is restricted to one
door only, especially at night.

• Bright external lighting.

• Late night cash procedures.

• Working indoor lights.
• Windows with an unobstructed
view.
• Cash register in clear view of staff.

• Cash control procedures.
• No cash kept on site.
• Signs such as “no cash/no drugs
kept on premises”.

• Time-access or drop safe.

• All employees appropriately trained
in procedures

• Security cameras and mirrors.

• No staff who work alone.

• Height markers on exit doors.

• Do not allow staff to leave personal
belongings in sight of customers.

• Sprinklers and smoke alarms.
• Fire fighting equipment checked
regularly.

Security Control Plan
• Emergency and/or security plan.

• Other entrances are kept locked at
all times.
• Electronic sensors are fitted at the
entrances.
• Staff have a clear view across the
premises at all times.
• Security mirrors are installed to
make hidden areas visible.
• Closed-circuit cameras are
installed.
• List of high-risk clients and
customers is visible to staff.
• Good working relationship with the
local police.

• Floor plan on display showing
emergency exits and equipment.
• Incident Report Form on file (and
staff know where to find it).
• Regular staff training and
education to refresh and provide
up to date security plans.
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Protecting Transactions and
Goods
• Prominent signs telling customers
that:
• Bag inspections may be carried
out.
• Goods will not be exchanged
without a receipt.
• Thieves will be prosecuted.
• Staff understand their rights when
dealing with a possible theft.
• Goods more likely to attract thieves
are easily monitored by staff and/or
secured.
• Expensive items are secured in
locked display cabinets.
• Identifying tags such as electronic
bar codes, shop ID stickers, or ink
tags are fixed to goods.
• Price tags cannot be removed or
switched.

• Customers with bags, loose-fitting
clothing, prams or trolleys are
monitored by staff.
• Fitting rooms are closely controlled.
• Price tags and items are checked
at point-of-sale for evidence of
alteration or damage.
• Credit cards are checked for signs
of tampering; expiry dates are
checked.
• Supporting ID (e.g. drivers licence)
is checked to verify the card
owner’s details.
• Do not allow multiple payWave/
PayPass transactions.
• Safe banking procedures are
followed (different times, different
routes) when depositing takings.
• Delivery personnel, suppliers, and
other visitors are escorted while on
the premises.
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CRIME PREVENTION

THROUGH ENVIRONMENTAL DESIGN (CPTED)
OR DESIGNING OUT CRIME (DOC)

You can use the design of your business environment to help reduce crime.
There are three fundamental ways you can apply environmental design:
Natural Access Control

Natural Surveillance

Territorial Reinforcement

Use vegetation, landscaping, levels
and so on to restrict or deter access
to specific areas.

Structure space to allow natural
sightlines across the area.

• Clearly mark areas of your business
to show ownership by using signs,
colours and different surfaces.

For example:
• Plant bushes in front of a blank wall
to make it hard to access the wall
to graffiti.
• Use gates, doors and signage to
separate “public” and “staff” areas
in buildings.
• Use security guards to prevent
access to staff areas.

For example:
• Locate offices, lunchrooms etc
where staff can observe public
access areas.
• Improve visibility (e.g. trim
vegetation, remove clutter) so that
employees and passers-by can see
suspicious activity.
• If building an external structure
such as a wall or a shed, consider
whether it blocks the view of key
areas (e.g. the rear entrance to
your business).

• Make sure that entrances clearly
show customers and others that
they have moved from public to
private space.
• Care for your business premises by
undertaking regular maintenance
and removing graffiti and rubbish.
See the “Locks, Lighting and Layout”
fact sheet for strategies that you can
use to secure your business (known
as “target hardening”).
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LOCKS,

LIGHTING AND LAYOUT

Effective security reduces the opportunity for crime, as well as associated repair
and insurance costs. Security measures apply at three levels – perimeter, exterior and interior.
Consider applying some or all of these suggestions to your business.
Interior
• Install lighting that discourages or
deters unlawful activity.
• Install keyed alike locks on all
windows; make sure they are
accessible in an emergency.
• Replace glass with an alternative
such as laminated glass, or protect
with security film.
• Install smoke alarms (compliant
with Australian Standard 3786).
• Clearly identify separate entry and
exit doors.
• Install security mirrors to extend
your vision to help protect your
goods from theft or vandalism.
• Use signs, coloured floor coverings,
and natural boundaries to mark
“no-go” areas.
• Install an intruder alarm (compliant
with Australian Standard 2201),
cameras, or monitored closed
circuit TV to deter crime and
identify offenders.

• Install a quality safe designed to
Australian Standards
(AS/NZ3809:1998).
• Safes should be installed by a
reputable and licensed installer.
See the Security Agents Institute
of Western Australia (SAIWA).

Perimeter
• Trim trees and shrubs to remove
hiding places and give clear view of
your premises.
• Install fences and gates that act as
a deterrent; maintain them in good
condition.
• Use signs, landscaping and
perimeter lighting as barriers and
deterrents; install motion activated
floodlights to call attention to
suspicious activity.
• Install bollards to prevent vehicle
ram raids.
• Lock or store any items (such as
ladders, tools, staff cars) that could
aid an offender.

Exterior
• Keep external lights on all night
to allow Police, security officers
and the public to clearly observe
suspicious activity. Being able to
see into and out of the business
maximises opportunities for
surveillance.
• Install solid wood or metal entrance
doors, or security doors with
double cylinder deadlocks that
comply with fire regulations.
• Install solid doors and window
frames that do not shrink.
• Cover external door hinges to
prevent hinge pin removal.
• Lock all doors and windows when
you leave the premises.
• Control the distribution of keys
to staff.
• Test your locks regularly to ensure
they work.

• Lock or chain rubbish bins away
from the building to reduce the risk
of arson damage.
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SECURITY
ALARMS AND CCTV

Security alarms
• Install a monitored security alarm
system. This should comply with
Australian Standards (AS2201)
and be done by a licensed installer.
See the Security Agents Institute of
Western Australia (SAIWA).
• Consider incorporating a duress
facility into the system to enable
staff to activate the system manually
in the event of an emergency.
Duress alarms may be silent and
may be linked into security recording
devices such as CCTV.
• The system should be tested on
a regular basis to ensure that it is
working properly.
• Staff should be trained in the use
of the alarm system.
• Alarm system controls and
remote on / off switches should
be strategically located to restrict
tampering.
• Movement detection devices should
be strategically placed within the
premises. A licensed security alarm
installer will assist in the design and
location of the security system.
• Staff should be familiar with the
business’ security company and
their contact information.

• Staff should be trained to request
photo identification from any
technicians or contractors
requesting to carry out work
on the premises. Staff should
be encouraged to check the
authenticity of any technicians or
contractors with the business/
organisation that the technician/
contractor claims to be working
for. Requesting and checking
identification prevents access to
sensitive systems or stock by
bogus traders.
• If you have an alarm installed, ensure
that you activate it everyday.

• Place cameras so that they monitor
the entrance, cashier’s area, high
cost merchandise and any other
areas with poor natural surveillance.

CCTV (Closed Circuit TV)

• Install CCTV equipment away from
the counter area to avoid tampering.

• CCTV can enhance the physical
security of your business and
assist in the identification of people
involved in criminal or antisocial
behaviour.
• Cameras should be installed by a
licensed installer. See the Security
Agents Institute of Western Australia
(SAIWA) website www.saiwa.asn.au
for registered installers.
• Before installing CCTV, refer to the
Western Australian State CCTV
Strategy and comply with the WA
Police minimum standard for CCTV
quality. This is available on the WA
Police website.

• Install television screens as part of
the system to enable staff to view
and monitor activities captured by
the cameras.
• Train staff in the correct use of the
system, monitoring and recording
CCTV data. Staff should check
that the system is turned on and
recording at the start of each
business day.
• Consider incorporating casual CCTV
monitoring into staff duties.

• Retain data for at least 30 days.
• Test the system regularly for function
and quality.
• Place signage indicating that
CCTV is in operation and that staff,
customers and visitors should
expect that their activities will
be monitored or recorded at the
business entrance and all entrances
where CCTV is in operation.
• Register your CCTV system via the
CCTV Register website at
blueiris.police.wa.gov.au
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CASH
HANDLING

Handling cash in public view gives thieves a tempting target.
Use safe cash handling procedures to reduce risk.
Safe Cash Register Procedures
Include

• Be aware of drivers or other people
To Reduce Risk When
behaving suspiciously.
Transporting Cash To The Bank

• Open the cash drawer only while
you are using it.

• Take turns with other staff to take
cash to the bank.

• Close the cash drawer before you
package goods.

• Carry a mobile phone and tell
another staff member where you
are going.

• Ignore distractions when handling
cash.
• Lock the cash drawer and remove
the key when not in use.
• Count and transfer cash out-ofsight.
• Leave cash drawers open and
empty when leaving the premises
unattended overnight to deter
break-ins.

• Go to the bank at irregular times
and use different routes.
• Don’t use public transport.
• If using your car, lock car doors and
don’t leave the car on the way to
the bank.
• If using a taxi, order it by phone.
• If walking, keep to the busy streets.

• Use bank security drop facilities.

• If using a night safe, don’t expose
cash until the safe is opened.
• Change the locks if a safe or door
key cannot be accounted for.
• Use a cash transit company,
particularly when moving large
sums of money; consider joining
other small businesses in your area
to hire a cash transit company for
regular use.
• Reduce cash transactions by
accepting cheques, credit cards
and EFTPOS.

• Don’t advertise that you are
carrying cash (e.g. don’t use a
marked bank bag).
• Don’t talk publicly about cash
movements.
• Tell other staff members when you
expect to return from the bank so
an alarm can be raised if necessary.
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CUSTOMER
MANAGEMENT

You have a responsibility to provide a safe environment for your staff and customers.
Your safety, and the safety of others, comes first. A calm and coordinated approach
through sound risk-management strategies and good communication, can prevent
difficult situations and mitigate the risk of violence.
Possible Causes of Violence
and Aggression

Preventing Violence From
Occurring

Violence can occur when:
• Staff confront people caught
stealing.

• Have opening and closing
procedures in place, especially for
staff working alone.

• Troublemakers create conflict
because they’re bored, showing
off, or diverting your attention while
someone else is stealing.
• Customers have disputes or
complaints about goods and
services, including requests for
refunds, anger over long waits in
queues, and so on.
• Staff try to deal with those who are
mentally ill or affected by alcohol or
drugs.
Remember that violence and
aggression is not always from outside
– aggressive actions, such as bullying,
can also occur between staff.

• Introduce security measures such
as duress alarms, safety screens,
access controls and stickers on
phones with emergency contact
details. Ensure that staff know how
to use these and how to raise
the alarm.
• Improve visibility and surveillance
to increase the chance of detection
and capture.
• Arrange floor fit out to provide
natural barriers – but check that
staff still have “escape” corridors.
• Play soft and soothing music.
• Adopt a zero tolerance policy for
workplace violence.
• Develop an emergency and
crisis response plan, and use it
to train staff, including practising
emergency escape routes. Evaluate
and review the plan regularly.

• Train staff in good customer
service, including strategies for
dealing with difficult customers
and avoiding behaviour that could
trigger a violent reaction.
• Put in place effective post-incident
support for staff, for example
counselling.

Dealing With Violent
Occurrences
If someone behaves in a
threatening way:
• Back away.
• Tell staff to get behind the counter
or keep their distance.
• Ask staff to raise the alarm.
• Remain calm and nonconfrontational.
• Remember as much about the
offender as possible so that you can
give this information to the police.
• Complete the “Business Beat
Reporting Form” and report the
incident to Police.
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If you are inside a shopping
centre/shopping centre
security
Most shopping centres have security
services to assist you.
Centre Security Can:
• Assist and support you with
security-related situations which
occur within your store.
• Take reasonable steps to physically
protect you, ensuring your safety if
there is reason to believe you may
be in harm’s way.
• Assist in dealing with offenders if
you seek Police intervention.
• Assist you while you check bags for
any persons you may suspect.
• Use available CCTV to gather
evidence of crimes committed
against you or your business and
supply this to the Police.
• Assist with escorting disruptive
customers out of the store after
your staff have requested them
to leave.
• Use reasonable and necessary
force to remove persons from your
premises in accordance with the
Centre’s Security Policies.

Centre Security Can’t:
• Assume responsibility for or take
control of a situation which has
occurred within your store.
• Make any significant decisions
affecting the outcome of a situation
which has occurred within your
store.
• Detain a person for a crime which
they have not witnessed.
• Physically arrest or detain anybody
who does not pose an immediate
danger to any person.
• ‘Chase’ an offender unless there is
reason to believe that the person
poses a threat to the safety of
others.
• Be left in sole charge of an arrested
offender who has committed a
crime against you or your business.
• Provide you CCTV footage or other
sensitive information. This is only
supplied to the Police.
• Stay inside and ‘look after’ your
store while your staff are absent.
• Do anything beyond the legal
powers of an ordinary citizen.
• Check bags of any person
suspected of concealing items.
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YOUR RIGHTS
AS A CITIZEN

Criminal Investigation Act 2006
- Sect 24
24 . Prevention of offences
and violence
(1) Any person (the citizen ) may
use any force that is reasonably
necessary in the circumstances to
prevent —

(b) an act by a person that the citizen
reasonably suspects is just
about to be done in his or her
presence that is likely —
(i) to involve the use of
violence against a person;
or

(a) the continuance of an act
being done by a person in his
or her presence —

(ii) to cause a person to use
violence against another
person; or

(i) that involves the use of
violence against a person;
or
(ii) that the citizen reasonably
suspects will cause a
person to use violence
against another person; or
(iii) that the citizen reasonably
suspects will cause a
person to fear violence
will be used by a person
against another person;
or

(2) Subsection (1) does not authorise
the entry of any place or vehicle.
(3) If a person reasonably suspects
that the unlawful killing of a person
is occurring in a place or vehicle,
the person, without a warrant,
may enter it in order to prevent
the unlawful killing.

(iii) to cause a person to fear
violence will be used by
a person against another
person;
or
(c) any other breach of the peace
by a person; or
(d) the commission of an offence;
or
(e) the doing of any act that the
citizen reasonably suspects
will be done in the course of
committing an offence.
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YOUR RIGHTS
AS A CITIZEN

Criminal Investigation Act 2006
- Sect 25
25. Citizen’s arrest
(1) In this section — arrestable
offence means an offence the
statutory penalty for which is or
includes imprisonment.
(2) Any person may arrest another
person (the suspect ) if he or
she reasonably suspects that
the suspect has committed or is
committing an arrestable offence.
(3) Any person may arrest another
person (the suspect ) who is doing
or about to do an act that the
person is entitled to prevent under
section 24(1)(a), (b) or (c).

(4) A person is not entitled, by reason
only of subsection (2) or (3), to
enter a place or vehicle where the
person suspects the suspect is.
(5) A person who arrests a suspect
under subsection (2) or (3) must
as soon as practicable —
(a) arrange for a police officer to
attend; or
(b) take the suspect and any thing
relevant to the offence to a
police officer.

(7) When a police officer attends or
the suspect is taken to a police
officer —
(a) the officer may arrest the
suspect if, under section 128
or an arrest warrant, the officer
is authorised to arrest the
suspect; but
(b) if the officer does not arrest the
suspect, the suspect ceases
to be under arrest.

(6) For the purpose of complying
with subsection (5), a person may
detain the suspect until the police
officer attends or until the suspect
is taken to a police officer.
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BANNING
NOTICES

Shopping centre management, staff and security guards can issue banning notices
that may stop persons from being in certain places.
Individuals can be banned from a
place as long as the ban does not
break the anti-discrimination laws.
Businesses have the right to exclude
whoever they want from their private
property. A banning notice should be
issued to an individual in writing.
There are no rules on how long the
ban can be for.
A business owner can only ban
someone from their own property.
It is unlawful to ban a person from
being in a public place.
Failing to comply with a Banning
Notice can lead to a person being
charged by the police with Trespass.

Police response to banning
notices
The response to the banning
notice can vary from policing
districts but ultimately allows
police to consider a charge of
trespass. If you are not satisfied
with the police response, you
should liaise directly with the
Officer In Charge of your local
Police or the District Office. You
will need to provide details of
each incident so that it can be
properly examined.
The act of issuing a banning
notice can also be challenging
and confrontational. If the
situation exists whereby you
require police attendance due
to violence or threatening
behaviour you should call for
police attendance (131 444).
If this situation presents itself, then
a banning notice can be served by
you at this time in the presence of
the attending officers.
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SHOPLIFTING
- REDUCING THE RISK

Shoplifting takes many forms, including switching or removing price tags, returning
stolen goods for fraudulent refunds, or pocketing items. It can be committed by thrillseekers, addicts, professional teams or ‘everyday’ people. There is no typical shoplifter.
How you can reduce the risk of
shoplifting
• Implement a ‘no receipt, no
exchange/refund policy’
• Redesign the layout and fittings to
make theft harder: make sure staff
have a clear view across the shop
at all times and that customer exits
are situated in well-lit staffed areas
• Fit convex security mirrors in
corners and hidden areas
• Keep fitting rooms closely
supervised and maintain strict
control over goods taken in
• Display prominent signs
communicating your crime
prevention policies, including:
• “Customers bags may be
inspected”
• “Goods will not be exchanged
without a receipt”
• “Thieves will be prosecuted”

• Train staff in how to check credit
cards and reinforce the procedure
often

• Check the references of workers

• Fit electronic sensors that beep
when someone enters or leaves
the premises

• Use a ‘mystery shopper’ to report
on unusual activities

• Fit identifying tags such as
electronic bar codes, shop ID
stickers or ink tags on goods
• Use price tags that cannot be
removed or switched
• Identify the types of goods most
commonly stolen and brief staff on
where they are located
• Place expensive goods in locked
display cabinets or behind counters
secured with chain alarm systems
or display empty cases (e.g. DVDs,
perfume)
• Record the serial numbers of stock
and equipment where applicable
• Install closed-circuit television or
cameras

• Conduct an independent audit at
least once a year

• Prosecute ALL shoplifting cases
• Train staff in how to prevent
shoplifting
• Restrict customer entry to one door
only at night
• Keep other entrances locked at
all times
• Create a list of high-risk clients and
customers and place in staff view
(and out of customer view)
• Build a working relationship with the
local police
• Make sure staff know their rights
when dealing with possible theft
• Do not leave staff personal
belongings in sight of customers.

• Count your inventory regularly

This factsheet contains general guidelines for increasing security of your business and/or workplace.
No responsibility is accepted for any damage, injury or loss resulting from application of these guidelines.

www.police.wa.gov.au

FRAUDULENT
TRANSACTIONS

Beware of payWave/PayPass
Fraud
• The convenience of payWave/
PayPass cards means that they are
an easy target for thieves.
• Be alert to customers who appear
anxious, or in a hurry.
• Do not allow multiple Paywave/
Paypass transactions.
• If you are unsure or suspicious, ask
for additional identification.

Suspect banknotes
• Australian banknotes are printed
on plastic and have a distinct feel.
It is difficult to start a tear along the
edge of a genuine banknote.
• Scrunch the banknote in your hand
– a genuine banknote should spring
back.

• Notes are produced with special
raised ink that can be felt with your
finger.
• Check for irregularities such as less
clearly defined patterns, thicker or
thinner lines or colour differences.
• If you come across a banknote that
you suspect is counterfeit;

• The clear window should be
part of the banknote and not an
addition. Check that the white
image printed on the clear window
cannot be easily scratched off with
a fingernail.

• Handle the suspect banknote as
little as possible and store in an
envelope.

• If you hold the banknote to the
light, you should see the Australian
Coat of Arms.

• Report the matter immediately to
the police.

• Note any relevant information,
such as how it came into your
possession.

• Diamond-shaped patterns are
printed inside a circle on both sides
of the banknote. Hold the banknote
up to the light, the patterns should
line up perfectly to form a sevenpointed star.
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HOLD-UPS
PRECAUTIONS

Remember: No amount of money is worth life.
Is Your Business at Risk?
Businesses most at risk from holdups are those that:
• Keep cash or large amounts of
money on the premises.
• Have few workers on site.
• Trade late at night.
• Have staff dealing with customers
face to face.

Improve Workplace Design
• Reduce opportunities for physical
contact with staff. Use physical
barriers such as a service counter,
bandit-resistant barriers, security
screens, code-locked staff doors
etc.
• Locate cash registers away from
doors and public areas.
• Use only one entrance that can be
easily observed by staff, especially
at night.
• Always lock the rear doors of your
premises.

Increase an Offenders Risk of
Being Caught
• Check that in-store lighting is good,
that exterior lighting lets staff see
outside and that parking areas and
entrances are well-lit.
• Check that people outside can
see into the premises – and those
inside can see out. Don’t obstruct
your windows with advertising
material or posters.
• Install on-site security cameras and
prominently display signs saying
that your premises are monitored.
• Install offender height recognition
markers near the doors. Make sure
staff know they are there and how
to use them. Ensure staff who work
alone, especially at night, have
mobile phones.
• Place emergency numbers where
staff can easily see them.

Reduce the Rewards of Crime
• Keep as little money as possible
on the premises – preferably none
when the business is unattended.
Advertise this prominently.
• Use bank security deposit facilities.
• Keep larger notes out of customer
view.
• Bank cash frequently, but at
irregular time and using different
routes.
• Display signs which warn that
little cash is kept on site, and that
attendants do not have the key or
combination to the safe.
• Reduce cash transactions by
accepting cheques, credit cards
and EFTPOS.
• Restrict deliveries to daylight hours
if possible.

• Report suspicious characters or
abnormal activities on or around
the premises to the manager,
owner or the Police.
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Management Responsibilities

What to do if a hold-up occurs

Under Australian Occupational Health
and Safety Legislation, business
owners have a legal duty to provide
a safe place to work. To help protect
your staff.

• Try to stay calm.

• Develop procedures for your
business to reduce the risk of
robbery.
• Train your staff to handle cash
correctly.
• Make sure your staff know how
to report suspicious characters or
abnormal activities on or around
the premises to the manager,
owner, or the Police.
• Develop safe procedures for the
first worker to arrive in the morning
and the last to leave at night.
• Place an emergency number sticker
on the phone.
• Provide staff with the Incident
Report Form and leave copies
behind the counter so they know
what to look for if a hold-up occurs
(identifying features, clothing,
accent and so on).
• Establish close links with your local
police station.

• Do not risk harm to yourself or
others.
• Cooperate with the offender and
obey any instructions but don’t give
them money or goods they didn’t
ask for.
• Don’t make sudden moves. If you
have to move, let the offender
know.
• Let the offender know about
possible surprises such as another
employee who is expected to
return.
• Do not invade the offender’s
personal space; do not physically
struggle with the offender; never try
to grab a weapon.
• Unless otherwise ordered, watch
and make mental notes about the
offender.
• Request witnesses to remain or
get their names, addresses and
telephone numbers.
• Consider victim support or
counselling for you and/or your
staff.

• Request an Armed Robbery
Awareness training package
from the WA Police Community
Engagement Unit to provide holdup awareness training to staff as a
part of their induction.
• Conduct regular risk assessments.
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CYBERCRIME
PROTECT YOUR BUSINESS

As technology evolves, the prevalence of cyber-attacks is growing among businesses.
It is important to be vigilant with protecting your business online.
Manage email security and
validate potential threats
Look to deter break-ins from
opportunity theft by encrypting
your business emails and
communications. This will force a
hacker to fight through another layer
of protection, and that generally isn’t
worth their time when they can steal
other information elsewhere without
the hassle. Think of email encryption
as the equivalent to locking your
doors, the theory being that a thief
is more likely to look for an unlocked
door than bother breaking a window.
While you’re not entirely secure, every
additional roadblock can help protect
your information.

Enforce strict password
policies
Train employees on the importance of
using smarter passwords, which are
crucial to upgrading cyber security.
Use long passwords. Complex and

difficult passwords may seem like
a hassle to your employees, but
they are vital to your online security.
Remove authorities and access
from old employees and consider
refreshing passwords.
Passwords should never be the
same across multiple platforms, and
it’s best to change them often e.g.
every three months at a minimum. In
addition, passwords should not be
stored in the cloud or on sticky notes
around the office. Consider using
password management software.
You can further increase the security
of your passwords by using twofactor authentication features, when
applicable. These features make
users enter an additional pin code
that can be sent to your mobile
device, and some require users to
input their fingerprint to grant access,
something that is difficult for hackers
to replicate. Authentication that
uses these extra steps can better
secure your online accounts beyond
the basic login identification and
password requirements.

You should aim to fully understand
how these security setting work
to leverage the features to best
protect your businesses assets and
intellectual property.

Further train your employees
on the warning signs
Every employee should be trained
on understanding the warning signs
of a harmful email or phishing scam.
Phishing scams are attempts by
scammers to trick you into giving out
personal information such as your
bank account numbers, passwords
and credit card numbers. While email
providers are continually improving
their detection procedures and
doing a better job at spotting these
potential threats before you receive
them, some of the trickier scams can
still find their way into your inbox.
These emails may be disguised
as a trusted client’s email or a
recognisable brand, but these scams
tend to have a few obvious clues.
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Some red flags include:
• Emails that ask for personal or
credit card information.
• Requests for immediate action
regarding unfamiliar situations.
• Emails that include suspicious
attachments.
If you think that you have received
any of these emails, ask a colleague
for another opinion but never forward
or reply to the email. Inform your
email service provider by reporting
each email as spam. Also file a
phishing complaint or block the
domain from your email settings.
Emails that contain multiple spelling
mistakes or suspicious links should
also be carefully inspected before
proceeding. Sometimes links within
an email can appear to be normal
but actually prompt an unwanted
download where malicious software
can be installed; always use caution
and consider scanning your emails
with a trusted anti-virus.

Protect your data. Take
advantage of malware,
spyware and firewall software
programs
Ensure that each machine in your
business has malware, spyware and
firewall software installed to help
catch and eliminate threats before
they become problematic.
There are ways small businesses can
better protect themselves or mitigate
the potential impact of cyber-attacks;
• Testing your security systems.
• Protecting your network and
applications.
• Encrypt sensitive data.
• Protect websites by using a secure
communication protocol.

Do business with reputable
vendors
Don’t provide a vendor with any
financial or personal information
before doing your homework. Once
you’re sure they are reputable, you
can proceed with your interaction.
Like in the real World, identity theft
is a method which criminals use to
access and extort your finances and
intellectual property.
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REDUCING

GRAFFITI AND VANDALISM

There is often a perception in our communities that graffiti and
vandalism are an unavoidable nuisance.
Research shows that the presence of
graffiti in public spaces relates directly
to people feeling unsafe within their
own community. Acceptance of the
presence of graffiti will not reduce the
significance of this issue.
Like many other crime types there are
actions that can be taken to reduce
the vulnerability of your premises
when it comes to graffiti and
vandalism. The three key elements
are – REPORT, REMOVE, PREVENT.

Reporting and Removing
If you witness an act of graffiti or
vandalism occurring call the Police
on 131 444. Graffiti and vandalism
in all forms are crimes and should
be treated as such. Identifying
perpetrators can be very difficult
unless they are caught in the act.
Reporting to Police assists greatly
in the apprehension and charging of
offenders. Options for reporting and
removing graffiti include:

• Report online at https://www.
goodbyegraffiti.wa.gov.au/Remove
Graffiti – this will send a report to
police and to the asset owner for
possible clean-up;
• Report by phone to the Goodbye
Graffiti Hotline on 1800 44 22 55;
and
• To find out who is responsible for
cleaning your graffiti, call your local
council for advice. If you have to
clean it yourself information on
how to clean graffiti is available
at https://www.goodbyegraffiti.
wa.gov.au/Remove Graffiti

Preventing Graffiti
To prevent graffiti from occurring on
your property there are a number of
methods that are recommended to
‘target harden’ your property.
Restrict Access:
• Interrupt blank walls that can be
used as a ‘canvass’ for graffiti with
windows, decorative grates, and
other similar designs options;

• Install physical barriers such as
hedges, thorny plants, shrubs,
and/or suitable fencing that
restrict access to graffiti targets
– examples include rose bushes,
bougainvillea, barbed fencing if
applicable;
• Remove any ‘natural ladders’ such
as wheelie bins that can be used
to gain access. Ensure all access
points are secured and doors,
windows, and wheelie bins are
locked so as not to become the
target of graffiti or vandalism; and
• Use grates or bars to prevent
access to graffiti and vandalism
targets such as display windows.
Encourage Natural Surveillance:
• Keep perimeter trees and shrubs
trimmed and maintained to
allow security, passers-by, and
community members to have a line
of sight in witnessing suspicious
activity in and around your
premises – vandals will utilise wellhidden locations; and
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• Installation of motion activated
lighting and CCTV to allow for
improved visibility at night and
monitoring of the exterior of your
premises.
Reinforce Your Territory:
• Keep your property and surrounds
well maintained and clean as a
run-down environment encourages
further graffiti and vandalism i.e.
broken window theory;
• Use clear signage and gates to
alert intruders to the fact they have
ventured into private property;
• Practice ‘rapid removal’ of graffiti.
Research shows that the rapid
removal of graffiti undermines the
purpose of its placement, which is
to leave a long-lasting and highly
visible ‘mark’ or ‘tag’ to gain
exposure; and
• The implementation of art
projects (urban art or murals) in
collaboration with community,
schools, LGAs, and local artists on
vulnerable assets or in ‘hotspot’
locations – evidence shows that
‘taggers’ are less likely to deface
existing art.

Physical Deterrents
Many materials are available to help
reduce the impact and reoccurrence
of graffiti and vandalism. Contact to
the WA Police Graffiti Team through
graffiti@police.wa.gov.au or your LGA
to find out about:
• Graffiti resistant paint;

• Scratch resistant glass laminate;
• Shatter resistant glass;
• Grates and grills; and
• Other graffiti resistant coatings and
products.
For further information about graffiti
prevention the WA Police ‘Designing
out Graffiti’ brochure can be downloaded by going to the following link:
https://www.goodbyegraffiti.wa.gov.
au/Prevent Graffiti

The Sale of Graffiti Implements
The sale of graffiti implements to
any person under 18 years of age
is illegal. Key things to consider
regarding the sale and display of
graffiti implements include:
• Know the legislation - https://www.
goodbyegraffiti.wa.gov.au/Police/
Graffiti-and-the-Law
• Know what ‘restricted sale items’
are; and
• Strongly consider locked storage
displays for graffiti implements.
Important information and guides for
download about the sale and storage
of graffiti implements, including
the current legislation and what
constitutes a ‘restricted sale item’,
can be found at the following link:
https://www.goodbyegraffiti.wa.gov.
au/Businesses
For further information please contact
the WA Police Graffiti Team via email
at graffiti@police.wa.gov.au or by
calling 1800 44 22 55.
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BUSINESS WATCH

INCIDENT REPORTING
AND INFORMATION GATHERING

The philosophy of Business Watch is a simple one – to take control of what happens
in your business community and reduce the opportunity for crime to occur.
The aim of Business Watch is to
establish links among neighbouring
small businesses and actively
reduce and prevent crime through
cooperation and education.
Follow these simple steps:
• Promote the sharing of
information and communication
among neighbouring businesses.
Develop a communication
network through social media
or email to quickly disseminate
information.
• IF YOU SEE SOMETHING SAY
SOMETHING. Take the time to
take down a few notes to assist
with the re-telling of the story in
case it later needs to be reported
to police. Whether its information
or an incident we should all take
notes as soon as possible. You
can share your information by

calling, emailing or submitting
an online report to any of the
addresses or number below.
• All incidents should be reported
as this may help Police understand what is happening in your
store. Your information will help
with the detection, apprehension
and prosecution of an offender.
Recording all incidents in your
store can also identify areas for
security improvement.

When you start a Business Watch
program within your shopping centre
you take an important step toward a
safer environment for yourself, your
employees, your customers—and
your community as a whole.
For more contact Neighbourhood
Watch State Office
info@nhw.wa.gov.au

• Robbery prevention - Encourage
crime-proofing of property.
• Burglary prevention – Adding
security measures to impede
criminal activity and detect
criminal activity
• Develop signals to activate
in adjacent businesses when
someone needs help.
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INCIDENT REPORT FORM
CRIME STOPPERS 1800 333 000 / www.crimestopperswa.com.au / crime.stoppers@police.wa.gov.au

INCIDENT
DETAILS

Time:....................... am/pm Date:....... /....... /........ Day:...........................................................................................
Location of incident:..................................................................................................................................................
Explain what has taken place: (in detail).....................................................................................................................
.................................................................................................................................................................................
.................................................................................................................................................................................

Gender

Adult M

Adult F

Juvenile M

Juvenile F

DESCRIPTION

Appearance
Height cm
(Feet/Inches)

<150 (4’11”)
<171-180 (5’8”)

Hair Colour

Blonde
Red

Brown
Other

Black

Grey

Hair Length

Bald
Long

Short
Other

Collar

Shoulder

Hair Type

Straight
Mullet

Curly
Other

Wavy

Tied Back

Build

Slim
Other

Medium

Solid

Obese

Complexion

Dark
Other

Fair

Olive

Eye Colour

Blue
Grey

Brown
Other

Green

Hazel

Facial Hair

Beard
Other

Goatee

Moustache

Sideburns

Features

Scars
Other

Tattoos

Birthmarks

<151-160 (5’2”)
<181-190 (6’1”)

<161-170 (5’7”)
<191 (6’3”)

Clothing

VEHICLE

PERSON OF
INTEREST

Other
D.O.B

Given Names

Estimated Age

Surname

Address
Registation Number

Vehicle Features

Make

Model

Colour

IMPORTANT
CONTACT NUMBERS

POLICE
Emergency 000
For life-threatening situations
Police Assistance 131 444
When Police attendance is required
CRIME STOPPERS
Report crime anonymously 1800 333 000 or
online www.crimestopperswa.com.au
NEIGHBOURHOOD WATCH
For more information or to become a participant of
Neighbourhood Watch
www.nhw.wa.gov.au or email info@nhw.wa.gov.au
GRAFFITI
Report graffiti 1800 44 22 55 or
online www.goodbyegraffiti.wa.gov.au
WA POLICE ONLINE SERVICES
Request Police Reports, report lost, damaged or stolen property, etc.
https://www.police.wa.gov.au/Police-Direct
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USEFUL

WEBSITES

Security Agents Institute of Western Australia (SAIWA):
www.saiwa.asn.au
Australian Security Industry Association (ASIAL):
www.asial.com.au
Pharmaceutical Society of Australia:
www.pswa.org.au
Small Business Development Corporation:
www.smallbusiness.wa.gov.au
Project STOP:
www.projectstop.com
Blue Iris:
https://blueiris.police.wa.gov.au
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