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•  Computer security      

•  Identity crime 

•  Social networking 

•  Fraudulent emails 

•  Internet banking 

Five Distinct Areas 
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Computer security 
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• There are several ways that the security of 
your computer can be broken: 
• Malware 

• Identity Crime 

• Fraudulent Emails 

• Unsecured Networks 

• However, each of these can be overcome with 
a few simple steps. 

An awareness of  
computer security 

Presenter
Presentation Notes
This section outlines some of the most common threats to computer security. It is important to outline each of these threats and to have an understanding about how they can occur. However, it is equally as important to emphasise that these are not things that should scare a person away from using a computer. These can be very easily overcome, and strategies to do this will be covered in the second part of this session. 
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• Short for “malicious software”, malware is 
designed to disrupt the normal running of your 
computer. 

• Malware comes in many forms, each with a 
different purpose. 

• Malware can be downloaded from an 
attachment or through visiting a compromised 
website. 

• You might not know your computer is infected. 

Malware 

Presenter
Presentation Notes
There are several different types of malware, which are all designed to do different things. Malware can have a mild effect on a computer, such as just making it run slower than usual, but it can also have devastating effects, such as crashing the entire system. A computer virus is probably the most well known type of malware, which can infect a computer and do things like disable the antivirus protection.Malware can be downloaded onto a computer in a number of ways. Opening an infected attachment from an email is one of the easiest ways to download malware. However, it can also be downloaded through visiting infected websites, and this is harder to avoid. A person might not know that they have malware on their computer, so this is why it is really important to have antivirus protection and regularly update it as well as scan your computer. This is covered more in the second section of this module. Malware can be very harmful to a computer and hard to remove or repair the damage. However, people just need to be aware of it, and again, it should not scare a person from using their computer or the internet. 
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• Identity crime is the unauthorised use of your 
personal details, to commit fraud or other 
crimes.  

• One of the most common types of identity 
crime is the use of stolen credit card details to 
purchase goods or services.  

• People store a lot of personal information on 
their computers, therefore it is important to 
protect this. 

Identity crime 

Presenter
Presentation Notes
Identity crime is one of the fastest growing types of crime, both in Australia and overseas. The use of stolen credit card details is probably one of the most common methods, and there are many instances of card skimming which have gained great media attention (when an eftpos/credit card machine is compromised and sends the card details to another person to use the account without the cardholders knowledge). However, the storage of personal details on a computer also need to be protected. Get the group to think about what might be stored on their computer, such as bank details, tax information, medical details, passwords etc. This is all information which needs to be protected. 
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• These types of emails will appear in your 
inbox and can look genuine. 

• They might come from your bank, or another 
organisation, which you do business with, and 
ask you for personal information. 

• They might also come as an email with an 
attachment, which if opened, will infect your 
computer with malware. 

 

Fraudulent emails 

Presenter
Presentation Notes
There are many different types of emails that can appear in a person’s inbox. Many of these will ask for personal details. Emails can ask for a variety of things such as your name, address, phone number, birth date, occupation, mother’s maiden name, bank account number, pin number, drivers licence number or passport number.The most important point about this slide, is that fraudulent emails are not as obvious as one might think. They do not necessarily have the spelling mistakes and other errors that we might expect them to have. They can look identical to emails sent from that organisation. Therefore, it is important to get people to think twice before sending any personal information in response to an email. 



Seniors Online Security 

7 

• Many people have wireless networks at home 
which allows more than one person to access 
the internet at the same time. 

• If this network is not secured, then anyone 
can use the internet connection, the internet 
download allowance and access information 
stored on the computer. 

Unsecured networks 

Presenter
Presentation Notes
Using unsecured wireless networks can pose several risks to computer users. First, all computer users should have their own wireless networks secured, so that they can control who can access the network and use the internet. Without doing this, anyone can connect to the network and access the computers that are attached to that network. It is much the same as not locking the front door to your house, it allows anyone to come in. People also need to think about when connecting to public networks (known as public wi-fi spots, which are available in coffee shops and other public places). While they are great when travelling, you need to think about doing things like internet banking on a public unsecured network. You don’t know the type of security (if any) of the network, you don’t know who else is on it and what they are using it for. This doesn’t mean they can’t be used, but they require more consideration than your own secure network. 
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• There are several strategies that can help you 
protect your computer. 

• By following these simple steps, you can 
greatly reduce the likelihood that your 
computer security is broken.  

 

How to protect your computer  

Presenter
Presentation Notes
It is important that everyone recognises their vulnerability around computer security. This is not to say that people should always be scared and not use their computer, but it is to say that everyone needs to be aware and vigilant. Thinking that it will never happen to you is not helpful and can lead to a person ignoring warning signs. The following steps cannot guarantee that your computer security will not be broken, but they can greatly reduce the chances that it will happen to you and your computer. 
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1) Use antivirus protection and have an active 
firewall 

• Install and regularly update antivirus protection 
and a firewall. 

• Regularly scan your computer and back up data. 

2) Regularly update your software 
• Update software, as newer versions will fix 

weaknesses and problems in earlier versions. 

10 steps to protect  
your computer  

Presenter
Presentation Notes
Antivirus protection and a firewall are vital elements to protecting your computer. It is crucial that both of these are installed and updated on a regular basis. However, avoid using more than one antivirus at the same time, as they can fight against each other and leave your computer vulnerable. There are free antivirus software programs which are available as well as those for purchase. If you are unsure about this, consult your local IT professional who can advise what is best for your situation. The same can be said for software. Newer versions will fix weaknesses and vulnerabilities which have been identified in earlier versions. They will also have stronger security features based on new knowledge and technology. This is particularly the case with operating systems.
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3) Never reply to an email with personal details 
• Fraudulent emails will not always be obvious. 

• Personal details should be guarded in the same 
way as money. 

• Talk to someone if you are unsure of an email. 

4) Use a strong password 
• Try to use different passwords, that contain at 

least 8 characters and a combination of letters, 
numbers and symbols. 

10 steps to protect  
your computer  

Presenter
Presentation Notes
Fraudulent emails will always ask for personal details. The ways that these emails ask for personal details will vary and can seem to be both logical and rational. The email might look genuine. However, you should never have to provide personal details in response to an email. If you are unsure, talk to someone else about the email. You have a right to be suspicious about an email asking for personal details. You don’t have to reply to an email if you don’t feel right about it. A password is the only thing that stands between your accounts and the rest of the world. In the same way that we buy strong security systems to protect our homes and vehicles, you should use strong passwords to protect your accounts. Avoid using the same password for everything and try to make it at least eight characters long, with a combination of letters, numbers and symbols. Don’t give your password to anyone and don’t write them down, especially next to your computer. 
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5) Use an email filter 
• An email filter can automatically delete 

fraudulent emails before they reach your inbox. 

• However, just because an email is in your inbox, 
doesn’t mean it isn’t fraud. 

6) Avoid clicking on links in emails 
• Clicking on links in emails from people you don’t 

know can take you to an infected website and 
allow malware to download on your computer. 

10 steps to protect  
your computer  

Presenter
Presentation Notes
An email filter can help to reduce the number of fraudulent emails that enter your inbox. It will identify many of the fraudulent emails that come through. However, it is not foolproof. Just because the email has made it through the filter doesn’t mean it isn’t fraud. You still have to make that decision in reading the email. If you are not sure how to use an email filter or if you have this in place ask your service provider.Clicking on links in emails can be harmful to your computer. You might think it is taking you to a story or photo however, it might be taking you to a compromised website which allows malware to download on your computer. Think twice before clicking on email links. 
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7) Avoid opening email attachments 
• Email attachments may seem harmless but they 

can have malware in them, which once opened 
will infect your computer. 

• Always scan an attachment before opening it. 

8) Secure your own network and use a firewall 
• This will only allow authorised people to access 

your network and your internet connection.  

10 steps to protect  
your computer  

Presenter
Presentation Notes
Email attachments can be very harmful to your computer. If you receive an attachment from an unknown person, it is likely to contain malware. However, even attachments from your family and friends can unknowingly contain malware. Think carefully before opening any email attachments and always scan them with your antivirus software before opening them. Just as it is important to lock your home, you need to secure your network to make sure that only the people you want can use it. 
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9) Avoid using public unsecured networks 
• Wherever possible, use your own secured 

network, that you can control. 

• If using a public network, avoid doing things like 
internet banking.  

10) Surf safely 
• The internet is a great resource, but try to stick 

to reputable websites, particularly when giving 
personal information (such as credit card details). 

10 steps to protect  
your computer  

Presenter
Presentation Notes
Public networks can be great when travelling, but you don’t know the security settings used or who else is using the network. Avoid using these types of networks for internet banking. Ensure that your own network is safe and only the people you want can access it. People should not be afraid of using the internet, but you do have to be careful. Try to stick to reputable websites and in combination with the rest of these steps, enjoy using your computer!
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• There are steps you can take if you think your 
computer security has been broken. 
• Don’t panic or ignore it! 

1) Malware 
• Scan your computer with antivirus protection. 

2) Personal details compromised 
• Contact relevant agencies to cancel accounts or 

change passwords. 

 

If your computer is  
not secure… 

Presenter
Presentation Notes
If you think that your computer security has been broken or compromised, the most important thing is not to panic or ignore it. There are steps you can take. If you think your computer has malware on it, you should scan your computer with your antivirus protection software. This should be able to identify and remove any malware. Sometimes the damage might be too great, and you might need professional help to fix the problem and restore your computer. If this is the case, then contact your local IT professional to assist. If you have sent personal details, then depending on what has been sent, depends on what you can do. For example, giving over a password means you should change it, giving over credit card details means you should contact the bank and cancel that card. 
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Identity crime 
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What is identity crime? 

Identity crime is a generic term, used to describe crimes, which are 
committed through the use of a stolen or false identity. 
 
Identity fraud, refers to when a person obtains money, goods, services or 
other benefits, by using a false identity. A common type of identity fraud, is 
the misuse of a person’s credit card details. 
 
Identity theft, refers to when a person steals another’s person’s details, or 
information, in order to gain money, goods, services or other benefits. It 
includes the unauthorised use of a person’s identity, living or dead.  

Presenter
Presentation Notes
Identity crime is a large concept which encompasses a variety of offences around a person’s identity. Identity fraud and identity theft are specific types of identity crime. Identity crime can have a devastating impact on its victims, who may not realise that this has occurred until they receive a bill in the mail or are denied a loan or credit card. It can then be a difficult process to try and restore your identity, that is why prevention is so important. 
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Losing control of your identity 

• There are several ways, in which your identity, 
can be compromised: 
• Posting too much information on the internet 

• Fraudulent emails 

• Malware 

• However, these can be overcome with a few 
simple steps.  

Presenter
Presentation Notes
This section outlines some of the most common ways that a person’s identity can be compromised. It is important to outline each of these threats and to have an understanding about how they can occur. However, it is equally as important to emphasise that these are not things that should scare a person away from using a computer. These can be very easily overcome, and strategies to do this will be covered in the second part of this session. 
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If you think you are  
a fraud victim 

• There are steps you can take if you think that 
you may have become a victim of identity 
crime. 
• Don’t panic or ignore it! 

1) Your personal details have been 
compromised 
• Contact relevant agencies to cancel accounts or 

change passwords. 

 

 

Presenter
Presentation Notes
If you think that your identity has been compromised, the most important thing is not to panic or ignore it. There are steps you can take. If you have sent personal details, then depending on what has been sent, depends on what you can do. For example, giving over a password means you should change it, giving over credit card details means you should contact the bank and cancel that card. 



Seniors Online Security 

19 

If you think you are  
a fraud victim 

2) Have you noticed suspicious/unauthorised 
activity on your account? 
• Contact the relevant organisation immediately to 

cancel your cards and change your passwords. 

3) Have you received a bill or statement that 
isn’t yours? 
• Contact the relevant agency immediately to find 

out what has happened. 

 

 

Presenter
Presentation Notes
If you have noticed transactions on your statements that you can’t explain, contact the organisation immediately to clarify whether or not they are legitimate. If they are, then you have peace of mind, but if they are not, you can then seek to resolve the matter. The sooner you are able to do this, the easier it will be and the less damage is likely to have been done. If you have received a bill or statement that isn’t yours, again contact the organisation immediately to determine if it is legitimate. The sooner you are able to resolve these matters, the better the outcome is likely to be for you. 
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Reporting Fraud 

• You can report fraudulent emails to the 
Australian Communications and Media 
Authority via email at: 

report@submit.spam.acma.gov.au   

• You should report financial theft to the police. 
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Presenter
Presentation Notes
Any fraudulent emails can be reported to the Australian and Media Communications Authority by the email address above. Further details about this reporting mechanism can be found at the ACMA website. http://www.acma.gov.au/WEB/STANDARD/pc=PC_310300 or see the below excerpt from the website. “Spam email Email spam can now be reported to the ACMA by forwarding the message to the Spam Intelligence Database or mailto:report@submit.spam.acma.gov.au. Important note:�When forwarding an email message, please do not change the subject line of the message or add additional text. The ACMA will only contact you in relation to a report if it requires further information to assist it in its anti-spam activities. Spam SMS The ACMA has launched Spam SMS, a service to allows you to quickly and easily report SMS you suspect may breach Australia’s spam laws. When you receive a SMS message that you think might be spam, you can now forward it to 0429 999 888, the dedicated telephone number for Spam SMS. You will be billed the standard rate charged by your mobile phone provider for sending an SMS message. Any financial losses should be reported to the police, so you should locate the number of your local station and give this out to the participants as needed. 

mailto:report@submit.spam.acma.gov.au�
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Posting information on  
the internet 

• One of the biggest threats to our identity, is 
placing excessive amounts of information on 
the internet, with inadequate security settings. 

• The internet isn’t as private as we might think, 
and our information can be viewed by people 
other than our contacts.  

Presenter
Presentation Notes
One of the biggest threats to our identity comes from our own need to post excessive levels of information on the internet. A lot of people share many details about their lives with family and friends on the internet. However, this information can be viewed by other people who are not our contacts. It isn’t hard to piece together the identity of a person from their posts and profiles on the internet. This can be exacerbated if a person has inadequate security settings on their profiles and accounts. You need to think twice about what you post on the internet and what it might tell people about you. 
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Fraudulent emails 

• These types of emails will appear in your 
inbox and can look genuine. 

• They might come from your bank or another 
organisation that you do business with and 
ask you for personal information. 

• They might ask you to reply to their email or 
they might provide a link to provide your 
personal details.  

Presenter
Presentation Notes
There many different types of emails which can appear in a person’s inbox. Many of these will ask for personal details. Emails can ask for a variety of personal details such as your name, address, phone number, birth date, occupation, mother’s maiden name, bank account number, pin number, drivers licence number or passport number.The most important point to make about this slide, is that fraudulent emails are not as obvious as one might think. They do not necessarily have the spelling mistakes and other errors that we might expect them to have. They can look identical to emails sent from the legitimate organisation. Therefore, it is important to get people to think twice before sending any personal information in response to an email. This is explored further in this module. 
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How to protect your identity 

• There are several strategies, which can help 
you, protect your identity. 

• By following these simple steps, you will 
greatly reduce the likelihood that your identity 
is compromised.  

 

Presenter
Presentation Notes
It is important that everyone recognises their vulnerability around their identity. This is not to say that people should always be scared and not use their computer, but it is to say that everyone needs to be aware and vigilant. Thinking that it will never happen to you is not helpful and can lead a person to ignore any warning signs. The following steps cannot guarantee that your identity will not be compromised, but they can greatly reduce the chances that it will happen to you.
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Steps to protect your identity 

1) Limit what details you put on the internet 
• Carefully consider the amount and type of 

information that you make available to others. 

2) Never reply to an email with personal details 
• Fraudulent emails will not always be obvious. 

• Personal details should be guarded in the same 
way as money. 

• Talk to someone if you are unsure of an email. 

• Don’t feel pressured to respond. 

 

Presenter
Presentation Notes
The easiest way to protect your identity is to limit the amount of personal details that you make available to others on the internet. Carefully consider the amount and type of information that you post on social networking sites. Fraudulent emails will always ask for personal details. The ways that these emails ask for personal details will vary and can seem to be both logical and rational. The email might look genuine. However, you should never have to provide personal details in response to an email. If you are unsure, talk to someone else about the email. You have a right to be suspicious about an email asking for personal details. You don’t have to reply to an email if you don’t feel right about it. 
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Steps to protect your identity 

3) Knowing and using security settings 
• Make sure that you have security setting 

activated on all your accounts and profiles. 

• Don’t rely on the default setting as this may not 
be as secure as you think it is. 

4) Use a strong password 
• Try to use different passwords, that contain at 

least 8 characters and a combination of letters, 
numbers and symbols. 

Presenter
Presentation Notes
All social networking sites and other accounts will have security settings available to users. It is important to look at these settings and find one that you are happy with. Do not rely on the default setting as it might not be as secure as you want it to be. You can experiment with the settings and change them until you are satisfied. A password is the only thing that stands between your accounts and the rest of the world. In the same way that we buy strong security systems to protect our homes and vehicles, you should use strong passwords to protect your accounts. Avoid using the same password for everything and try to make it at least eight characters long, with a combination of letters, numbers and symbols. Don’t give your password to anyone and don’t write them down, especially next to your computer. 
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Steps to protect your identity 

5) Use antivirus protection and have an active 
firewall 

• Install and regularly update antivirus protection 
and a firewall. 

6) Avoid using public computers 
• Wherever possible, use your own secured 

network, which you have control over. 

• If using a public network, avoid doing things like 
internet banking.  

Presenter
Presentation Notes
Antivirus protection and a firewall are vital elements to protecting your computer. It is crucial that both of these are installed and updated on a regular basis. However, avoid using more than one antivirus at the same time, as they can fight against each other and leave your computer vulnerable. There are free antivirus software programs that are available as well as those for purchase. If you are unsure about this, consult your local IT professional who can advise what is best for your situation. Public networks can be great when travelling, but you don’t know the security settings of the network, who else is using the network and whether they can see what you are doing. Avoid using these types of networks for internet banking and other activities where you are sharing personal information over the internet. 
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Steps to protect your identity 

7) Carefully select the websites you use 
• The internet is a great resource, but try to stick 

to reputable websites particularly when giving 
over personal information (such as credit card 
details). 

8) Monitor your accounts and statements 
• Regularly check your accounts, to ensure that the 

only transactions that appear, are those which 
you have authorised.  

 

Presenter
Presentation Notes
People should not be afraid of using the internet, but you do have to be careful. Try to stick to reputable websites, especially when giving over personal information such as credit card details. It is important to regularly check your bank statements and other accounts to make sure that there are no unexplained transactions. If you are unsure about something, contact the organisation and check with them. If something is wrong, it is much easier to fix it straight away rather than months down the track. It also limits the amount of damage that may occur if your details are compromised. The sooner you can sort it out, the better. 
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Steps to protect your identity 

9) Destroy your personal information 
appropriately 

• Keep valuable documents with personal details 
on them in a safe place. 

• Shred all of your documents before placing them 
in the rubbish.  

 

Presenter
Presentation Notes
One of the easiest ways to protect your identity has nothing to do with your computer. It concerns the storage of your personal details at home and includes destroying documents before putting them in the rubbish. Taking the time to do this is a very useful way to protect your identity. 
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Social Networking 

Presenter
Presentation Notes
One of the easiest ways to protect your identity has nothing to do with your computer. It concerns the storage of your personal details at home and includes destroying documents before putting them in the rubbish. Taking the time to do this is a very useful way to protect your identity. 
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What is social networking? 

• It is all about connecting and communicating 
with people. 

• It isn’t just confined to the internet, however 
the internet has increased the ease and 
popularity of communication.  

• It operates through various websites where 
people can post profiles and initiate/receive 
contacts from other people. 
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Online communication 

• It is all about connecting and communicating 
with people. 

• It isn’t just confined to the internet, however 
the internet has increased the ease and 
popularity of communication.  

• It operates through various websites, where 
people can post profiles, and initiate/receive 
contacts from other people. 
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An awareness of  
social networking 

• Social networking sites are a great way to 
communicate with people, but there are a few 
issues you need to be aware of: 
• Identity crime 

• Fraudulent emails 

• Malware  

• These are discussed earlier in the 
presentation. 

32 

Presenter
Presentation Notes
This section outlines some of the most common threats when using social networking sites. It is important to outline each of these threats and to have an understanding about how they can occur. However, it is equally as important to emphasise that these are not things that should scare a person away from communicating on social networking sites. These can be very easily overcome. Malware: There are several different types of malware, which are all designed to do different things. Malware can have a mild effect on a computer, such as just making it run slower than usual, but it can also have devastating effects, such as crashing the entire system. A computer virus is probably the most well known type of malware, which can infect a computer and do things like disable the antivirus protection.Malware can be downloaded onto a computer in a number of ways. Opening an infected attachment from an email is one of the easiest ways to download malware. However, it can also be downloaded through visiting infected websites, and this is harder to avoid. A person might not know that they have malware on their computer, so this is why it is really important to have antivirus protection and regularly update it as well as scan your computer. This is covered more in the second section of this module. Malware can be very harmful to a computer and hard to remove or repair the damage. However, people just need to be aware of it, and again, it should not scare a person from using their computer or the internet. 
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How to protect yourself on  
social networking sites 

• There are several strategies, which can help 
you protect yourself, when using social 
networking sites. 

• By following these simple steps, you will 
greatly reduce the likelihood that you become 
a victim of a crime while communicating with 
people on social networking sites.  

 

Presenter
Presentation Notes
It is important that everyone recognises their vulnerability when using social networking sites. This is not to say that people should be scared and not use them, but it is to say that everyone needs to be aware and vigilant. Thinking that it will never happen to you is not helpful and can lead to a person to ignore warning signs. The following steps cannot guarantee that nothing will happen, but they can greatly reduce the chances that something does happen to you on a social networking site.
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Protecting yourself while  
social networking 

1) Limit what details you put on the internet 
• Carefully consider the amount and type of 

information that you make available to others. 

2) Knowing and using security settings 
• Make sure that you have security setting 

activated on all your accounts and profiles. 

• Don’t rely on the default setting as this may not 
be as secure as you think it is. 

 

Presenter
Presentation Notes
The easiest way to protect your identity is to limit the amount of personal details that you make available to others on the internet. Carefully consider the amount and type of information that you post on social networking sites. All social networking sites and other accounts will have security settings available to users. It is important to look at these settings and find one that you are happy with. Do not rely on the default setting as it might not be as secure as you want it to be. You can experiment with the settings and change them until you are satisfied. 
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Protecting yourself while  
social networking 

3) Use a strong password 
• Try to use different passwords that contain at 

least 8 characters and a combination of letters, 
numbers and symbols. 

4) Avoid clicking links in emails 
• Clicking on links in emails can take you to an 

infected website and allow malware to download 
on your computer. 

 

 

Presenter
Presentation Notes
A password is the only thing that stands between your accounts and the rest of the world. In the same way that we buy strong security systems to protect our homes and vehicles, you should use strong passwords to protect your accounts. Avoid using the same password for everything and try to make it at least eight characters long, with a combination of letters, numbers and symbols. Don’t give your passwords to anyone and don’t write them down, especially next to your computer. Clicking on links in emails can be harmful to your computer. You might think it is taking you to a story or photo however, it might be taking you to a compromised website which allows malware to download on your computer. Think twice before clicking on email links, particularly from people you don’t know.  
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Protecting yourself while  
social networking 

5) Never reply to an email with personal details 
• Fraudulent emails will not always be obvious. 

• Talk to someone if you are unsure of an email. 

• Don’t feel pressured to respond. 

6) Never send money in response to an email 
• The situation may seem genuine and you may 

trust the person, but once you have sent the 
money there is no way to get it back. 

Presenter
Presentation Notes
Fraudulent emails will always ask for personal details. The way in which you are asked for personal details will vary and can seem to be both logical and rational. The email might look genuine. However, you should never have to provide personal details in response to an email. If you are unsure, talk to someone else about the email. You have a right to be suspicious about an email asking for personal details. You don’t have to reply to an email if you don’t feel right about it. You should be very wary if someone asks you to send them money in response to an email, especially if you have just met them on a social networking site and haven’t met them in person. While you might think that you know them well, it is very likely to be fraud, and once you have sent the money, it is gone and there is nothing that the banks or police can do to get it back. Just because you have been asked to send money, doesn’t mean you have to send it. If you are unsure about the request, talk to someone you trust about the email. 
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Online dating sites 

• These are legitimate ways to meet people. 

• However, criminals can use these sites to gain 
money from unsuspecting victims. 

• They seek to manipulate a person’s good will 
and their emotions and exploit the 
relationship.  

• This can have a devastating effect on victims.  

• Be extra cautious when using these sites.   

Presenter
Presentation Notes
Romance fraud is the fastest growing type of fraud victimisation. Many people are turning to the internet to find friendship and romance, however not all are successful. While many profiles on these sites are genuine, many are not and there are people who will pose as a friend or partner in order to get your money. If you think you are in a relationship with a person, the level of trust and commitment is higher, and therefore your ability to be objective when asked for money is reduced. You should not be afraid to use these sites to find friends or a partner. However, you do need to be extra cautious when communicating with people, especially if you are asked to send money at any point in the relationship. Think carefully about it, talk to someone you trust, and remember that if you send money and it turns out to be fraud, the money is gone and cannot be retrieved. There is an example on page 15 of the booklet which you can read out and discuss, which illustrates how this occurs. 
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If you think you are a  
fraud victim 

• There are steps you can take if you think that 
you may have become a victim of fraud on a 
social networking site. 
• Don’t panic or ignore it! 

1) Contact the social networking site. 
• Most sites have a way to report someone to 

investigate having them removed or blocked. 

2) Use the delete key. 
• Delete people from your contacts.  

 

 

Presenter
Presentation Notes
If you think that have become a victim of fraud while using a social networking site, the most important thing is not to panic or ignore it. There are steps you can take. You should contact the social networking site to report the person you have been communicating with. Outline their actions and why you feel they should be removed or blocked from. It is up to the site to investigate and take action based on your report. The easiest thing to do is to use the delete key. Remove people from your contact list who you don’t want to communicate with. If you don’t reply to a person, they will soon leave you alone. Also only accept invitations and requests from people that you know and don’t think that a greater number of contacts makes you a more valuable or popular person. 
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If you think you are a  
fraud victim 

3) If you have sent money, there are a few steps 
you can take: 

• Contact your bank and see if the transaction can 
be cancelled.  

• Contact the wire transfer service to see if the 
transaction can be cancelled. 

• Contact the police to report your loss. 

You are unlikely to get the money back, but it is 
important for you to report it.  

 

Presenter
Presentation Notes
If you have sent money, it is understandable that you will be upset, but be prepared that agencies will not help you in the way that you want or expect. If you have sent money via a bank or a wire transfer service, it is unlikely that the transaction can be cancelled or that the money can be recovered. Once you have transferred the money, it is extremely unlikely that you will be able to get it back. If you have lost money, you should report it to the police, for even though they can’t get the money back for you, it is important that they know what types of crimes are being committed. They can then advertise prevention messages for others in the community. 
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Reporting Fraud 

• You can report fraudulent emails to the 
Australian Communications and Media 
Authority via email at: 

report@submit.spam.acma.gov.au   

• You should report financial theft to the police. 
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Presenter
Presentation Notes
Any fraudulent emails can be reported to the Australian and Media Communications Authority by the email address above. Further details about this reporting mechanism can be found at the ACMA website. http://www.acma.gov.au/WEB/STANDARD/pc=PC_310300 or see the below excerpt from the website. “Spam email Email spam can now be reported to the ACMA by forwarding the message to the Spam Intelligence Database on mailto:report@submit.spam.acma.gov.au. Important note:�When forwarding an email message, please do not change the subject line of the message or add additional text. The ACMA will only contact you in relation to a report if it requires further information to assist it in its anti-spam activities. Spam SMS The ACMA has launched Spam SMS, a service to allows you to quickly and easily report SMS you suspect may breach Australia’s spam laws. When you receive a SMS message that you think might be spam, you can now forward it to 0429 999 888, the dedicated telephone number for Spam SMS. You will be billed the standard rate charged by your mobile phone provider for sending an SMS message. Any financial losses should be reported to the police, so you should locate the number of your local station and give this out to the participants as needed. 

mailto:report@submit.spam.acma.gov.au�
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Fraudulent Emails 

Presenter
Presentation Notes
If you have sent money, it is understandable that you will be upset, but be prepared that agencies will not help you in the way that you want or expect. If you have sent money via a bank or a wire transfer service, it is unlikely that the transaction can be cancelled or that the money can be recovered. Once you have transferred the money, it is extremely unlikely that you will be able to get it back. If you have lost money, you should report it to the police, for even though they can’t get the money back for you, it is important that they know what types of crimes are being committed. They can then advertise prevention messages for others in the community. 
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What is advanced fee fraud? 

• It is an email that asks for a small amount of 
money, with the promise of a larger amount of 
money  in the future. 

• Once you send an initial amount, there will 
always be requests for further money and you 
will never receive the larger promised 
amount. 

 

Presenter
Presentation Notes
If you have sent money, it is understandable that you will be upset, but be prepared that agencies will not help you in the way that you want or expect. If you have sent money via a bank or a wire transfer service, it is unlikely that the transaction can be cancelled or that the money can be recovered. Once you have transferred the money, it is extremely unlikely that you will be able to get it back. If you have lost money, you should report it to the police, for even though they can’t get the money back for you, it is important that they know what types of crimes are being committed. They can then advertise prevention messages for others in the community. 
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What is advanced fee fraud? 

• There are many ways that these emails can 
appear in your inbox, but no matter what the 
story, all emails will ask for money.  
• Lottery notifications 

• Inheritance notifications 

• Investment opportunities 

• Charity contributions 

• Romance fraud 
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How to protect yourself  
from fraud 

• There are several strategies which can help 
you protect yourself from responding to a 
fraudulent email.  

• By following these simple steps, you will 
greatly reduce the chances of this occurring.  
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Protecting yourself  
from fraud  

1) Use an email filter 
• An email filter can automatically delete fraudulent 

emails before they reach your inbox. 

• However, just because an email is in your inbox, 
doesn’t mean it isn’t fraud. 

2) Use the delete key 
• Never be afraid to delete an email that you are 

suspicious of. 

• You are not obliged to reply to an email, just because 
it has been sent to you. 

Presenter
Presentation Notes
There are many different types of emails that can appear in a person’s inbox. Many of these will ask for personal details. Emails can ask for a variety of things such as your name, address, phone number, birth date, occupation, mother’s maiden name, bank account number, pin number, drivers licence number or passport number.The most important point about this slide, is that fraudulent emails are not as obvious as one might think. They do not necessarily have the spelling mistakes and other errors that we might expect them to have. They can look identical to emails sent from that organisation. Therefore, it is important to get people to think twice before sending any personal information in response to an email. 
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Protecting yourself  
from fraud 

3) Never reply to an email with personal details 
• Fraudulent emails will not always be obvious. 

• Talk to someone if you are unsure of an email. 

• Don’t feel pressured to respond. 

4) Never send money in response to an email 
• The situation may seem genuine and you may trust 

the person, but once you have sent the money 
there is no way you can get it back.  
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If you think you are  
a fraud victim 

• There are steps you can take if you think that 
you may have become a victim of fraud. 
• Don’t panic or ignore it! 

1) If you have sent personal details 
• Contact relevant agencies to cancel accounts or 

change passwords. 
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If you think you are  
a fraud victim 

2) If you have sent money, there are a few steps you 
can take: 

• Contact your bank and see if the transaction can 
be cancelled.  

• Contact the wire transfer service to see if the 
transaction can be cancelled. 

• Contact the police to report your loss. 

You are unlikely to get the money back, but it is 
important for you to report it.  
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Online fraud victimisation 

• It is hard to understand how a person 
becomes a victim of this type of fraud. 

• This type of fraud can have devastating 
consequences for victims, which are more 
than just financial losses. 

• Most victims feel too embarrassed or 
ashamed to tell anyone (including police) and 
don’t get the help and support they need.  
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Internet Banking 
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What is internet banking? 

• It allows customers to conduct some of their 
banking through their financial institution’s 
website.  

• While you cannot physically withdraw money, 
there are a range of other transactions which 
can be done (transfers, payment of bills). 

• It is available 24/7, 365 days per year.  
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An awareness of internet  
banking 

• While internet banking provides an 
opportunity to do a range of transactions from 
the comfort of your own computer, there are 
a few issues to be aware of: 
• Phishing emails 

• Malware 

• However, each of these can be overcome with 
a few simple steps. 
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Phishing emails 

• Phishing emails will ask you to provide your 
personal information. 

• It might be from a bank or other financial 
institution. 

• It might look genuine and seem plausible. 

• It might ask you to reply to the email or 
provide a link for you to enter your personal 
details.  

 

Presenter
Presentation Notes
Phishing emails are those which ask for your personal details. There many different types of phishing emails which can appear in a person’s inbox. They can supposedly come from banks, telephone service providers, internet service providers and other agencies that you might or might not do business with. Phishing emails can ask for a variety of things such as your name, address, phone number, birthdate, occupation, mother’s maiden name, bank account number, pin number, drivers licence number or passport number.The most important point to make about this slide, is that phishing emails are not as obvious as one might think. They do not necessarily have the spelling mistakes and other errors that we might expect them to have. They can look identical to legitimate emails sent from that organisation. Therefore, it is important to get people to think twice before sending any personal information in response to an email. This is explored further in this module. 



Seniors Online Security 

54 

How to protect yourself  
when banking 

• There are several strategies which can help 
you protect yourself when using the internet 
to do your banking.  
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Protecting yourself  
when banking 

By following these simple steps, you will greatly 
reduce the chances of something adverse 
happening to you. 

1) Use antivirus protection and have an active firewall 

• Install and regularly update antivirus protection and 
a firewall. 

• Regularly scan your computer. 
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Protecting yourself  
when banking 

 
2) Avoid using public computers 

• Wherever possible, use your own computer as you 
know what security mechanisms you have in place 
and the current state of your computer security.  

3) Never reply to an email with personal details 

• Fraudulent emails will not always be obvious. 

• Personal details should be guarded in the same way 
as money. 

• Talk to someone if you are unsure of an email. 
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Protecting yourself  
when banking 

 
4) Never provide your personal details through an 

email link 
• The link is likely to take you to a fraudulent website 

which will capture your personal details for another 
person to use. 

5) Use strong passwords 
• Try to use different passwords that contain at least 8 

characters and a combination of letters, numbers 
and symbols. 
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Protecting yourself  
when banking 

6) Monitor your accounts and statements 
• Regularly check your accounts to ensure that the 

only transactions which appear are those which you 
have authorised. 

7) Take advantage of extra protection for your 
accounts. 

• Many banks and other financial institutions offer 
extra security features for internet banking, such as 
confirmation text messages or tokens which 
generate one time only passwords.  
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• The internet has great benefits in terms of 
communicating, doing business and being 
entertained.  

• By following the steps outlined in this 
presentation, you should be able to enjoy the 
internet in a confident and safe manner! 

Conclusion 

Presenter
Presentation Notes
The internet is a great tool for doing many things and everyone should be able to use it without fear. While there are risks that people need to be aware of, by following the ten steps outlined in this presentation, this will dramatically reduce the chances something adverse happening. 
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Important information 

 

• A copy of this presentation is available for 
download at: 

 

http://communitysafety.police.wa.gov.au 
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Presenter
Presentation Notes
Copies of this presentation is available for download at the http://communitysafety.police.wa.gov.au/ website. You may wish to direct your group participants to this website either before or after your group session. 

http://communitysafety.police.wa.gov.au/�
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For more information about online security issues,  

go to: 

www.scamwatch.gov.au  

www.cybersmart.gov.au  

For more information about computers and technology, 
go to: 

www.ascca.org.au  
 
Acknowledgements: Queensland University of Technology and Queensland Police 
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Presenter
Presentation Notes
There are a number of places that you can find other information on computer security. These websites provide a good starting point.

http://www.scamwatch.gov.au/�
http://www.cybersmart.gov.au/�
http://www.ascca.org.au/�
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